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INTRO

WHAT’S AN ALPR?

Automated license plate readers (ALPR) are AI-controlled camera systems
that are typically mounted on street poles, streetlights, and highway over-
passes, capturing thousands of plates per minute. They collect exten-
sive identifying data on every passing vehicle and, by extension, on every
person regardless of whether the driver is suspected of any wrongdoing,
enabling their clients unprecedented levels of warrantless access to our
location history and live location tracking. Government clients, including
the Department of Homeland Security (DHS) and other law enforcement
agencies, have actively abused these unregulated capabilities to stalk,
harm, and kidnap people.

HOW THEY WORK

ALPR cameras use motion sensors to detect movement, then automati-
cally capture a series of photos. These images are instantly uploaded to
a central database, where Al logs the license plate, the vehicle’s make,
model, color, and any distinguishing features (e.g., bumper stickers, roof
racks, dents, etc.) along with the date, time, and location. Although the
vendor only stores the data for 30 days, during that time clients like DHS
can download, distribute, and retain it indefinitely. Vehicles can be flagged
for longer retention and automatically tracked across multiple ALPRs,
enabling law enforcement to track any vehicle traveling across the country
in real time with a simple search, like “silver Camry with Bears sticker”.
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WHO PRODUCES AND USES THEM

‘Flock camera’ has become a genericized trademark for
ALPR technology, much like Kleenex is commonly used
for tissue. Flock Safety is one of the most common ALPR
vendorsin the U.S., along with Vigilant Solutions (a sub-
sidiary of Motorola Solutions), Axon, Jenoptik, Rekor,
ELSAG, and Perceptics.

Local police departments who buy ALPR cameras and
database access have been known to share data with
U.S. Immigration and Customs Enforcement (ICE), even
in states where this is illegal. This has been an ongoing
issue since at least 2019, when the ACLU uncovered that
ICE was using ALPR data from local police to facilitate
deportations.* At the time, this spanned over 80 local
law enforcement agencies, including four in Illinois:
Lombard, Burr Ridge, Downers Grove, and Mundelein.
In May 2025, 404 Media reported that “more than 4,000
nation and statewide lookups by local and state police
were done either at the behest of the federal government
or as an “informal” favor to federal law enforcement with
a potential immigration focus, according to statements
from police departments and sheriff offices.”?

WHO PAYS FOR THEM

For years, surveillance companies have quietly pocketed
over $37 million in Chicago taxpayer dollars. Since 2016,
Chicago has authorized massive, fragmented taxpay-
er-funded budgets for projects centered on ALPR and
vehicle tracking systems. These multi-million dollar con-
tracts covering hardware, software, and maintenance
are buried in obscure infrastructure budgets and dis-
cretionary ward accounts, manipulating taxpayers into
unknowingly bankrolling their own surveillance. It is a
staggering investment in turning streets and express-
ways into permanent tracking zones.
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LAW ENFORCEMENT ABUSE

TACTICS

ALPR data is gathered indiscriminately on millions of ordinary people.
By mapping vehicle locations and tracing movements, police can con-
struct detailed profiles of drivers’ lives, determining past patterns and
even predicting future behavior. This is done entirely without cause, as
the vast majority of people whose plates are scanned have never been
accused of a crime.

ROLE IN HELPING ICE

Local police around the country are performing database lookups for
“immigration” related searches and as part of other ICE investigations.
In Illinois, this is a direct violation of the TRUST Act?, which limits state
and local participation in federal immigration enforcement based solely on
immigration or citizenship status and bars cooperation with ICE detainers
or administrative warrants. Violating this creates a precedent that gives
ICE unrestricted access to surveillance systems, lacking any public over-
sight or accountability. Although no ALPR vendors hold direct contracts
with ICE or Homeland Security Investigations (HSI), these agencies rou-
tinely circumvent that barrier by accessing ALPR databases through local
law enforcement.

Illinois law bans ALPR use for immigration enforcement, and yet, there are
many examples of police departments using ALPRs for this exact purpose.
Data obtained via a public records request from the Danville, IL police
department reveals more than 4,000 Flock search logs from police depart-
ments across the country. Andrew Perley, deputy chief of the Village of
Glencoe, IL police department divulged that a specific ALPR search “was
not related to an investigation involving immigration status” and instead
came from an “informal request from Homeland Security Investigations
into a criminal matter aside from immigration.”? Palos Heights Detective
Todd Hutchinson, who was the only member of his DEA task force with
access to the Flock ALPR database, shared his login with federal agents. In
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unraveledpress.com/a-dea-agent-used-an-illinois-police-
officers-flock-license-plate-reader-password-for-unauthorized-
immigration-enforcement-searches
404media.co/a-texas-cop-searched-license-plate-cameras-
nationwide-for-a-woman-who-got-an-abortion

404media.co/footage-shows-cop-stalking-woman-he-met-on-a-

tv-set-after-surveilling-her-with-a-license-plate-reader

denver7.com/news/local-news/aurora-police-detain-black-family-
after-mistaking-their-vehicle-as-stolen
eff.org/deeplinks/2025/11/how-cops-are-using-flock-safetys-alpr-
network-surveil-protesters-and-activists
linkedin.com/in/rwc-983a96b
gadgetreview.com/flock-safety-employees-watched-kids-

gymnastics-room-to-pitch-surveillance-tech
flocksafety.com/fa

yahoo.com/news/articles/residents-concerned-over-privacy-
dunwoody-170927699.html
e-consystems.com/blog/camera/applications/alpr-systems-are-
being-hacked-heres-what-the-industry-isnt-talking-about

wired.com/story/license-plate-reader-live-video-data-exposed
my.ilga.gov/Legislation/
BillStatus?GAID=18&DocNum=5151&DocType
ID=HB&Legld=166766

cook-county.legistar.com/LegislationDetail.
aspx?ID=7976543&GUID=5FDF6131-561C-4599-987D-

4DCB09345E20

ilga.gov/House/Committees
ilsa.gov/House/Committees/Members/3053

ilga.gov/House/Committees/Members/3100
ilga.gov/House/Committees/Members/3112
edred.org/wp-content/uploads/2026/02/How-to-File-a-Witness-
Slip-Step-by-Step-Guide.pdf
prospect.org/2026/05/21/home-depot-lowes-downplay-

customer-surveillance-threats-flock-cameras-immigration

stateofsurveillance.org/news/flock-cameras-destroyed-

nationwide-ice-backlash-2026
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RESOURCES

DeFlock.org / An open-source, volunteer-powered project dedicated to
mapping ALPRs across the country. Consider supporting them by con-
tributing to the map via their iOS/Android app, or by making a donation.

DontGetFlocked.com / Their Flock Hopper tool plans routes that avoid
known ALPRs.

HavelBeenFlocked.com / Search ALPR audit logs to see if your license
plate has been searched.

SproutDistro.com / Use the search to find “Birds of a Feather Destroy
Flock Together”. Shout out to the authors!

StopFlock.com / Learn more about ALPRs and mass surveillance.
PlatePrivacy.com / Learn about cases and other facts related to ALPRs.

Library.Kansas.watch / Index of news articles documenting abuses and
civil liberties concerns related to ALPRs.

BanTheCams.org / Resource to help organize, educate and equip citizens
with a way to combat mass surveillance.

LucyParsonsLabs.com / LPL organizes safer communities, challenging
the systemic domination accelerated by public and private institutions.
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SOURCES

1. aclu-il.org/press-releases/ice-targeting-immigrants-based-

automatic-license-plate-reader-alpr-data-supplied

2. 404media.co/ice-taps-into-nationwide-ai-enabled-camera-
network-data-shows

3. illinoisattorneygeneral.gov/Page-Attachments/
GuidanceSummaryofTrustAct.pdf
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Hanover Park

police department

ALPR database

lookup logs
turn, one agent used that access in January 2025 to run searches labeled
“immigration violation.” Palos Heights’ police chief Mike Yott told report-
ers that his department does not perform immigration enforcement, but
said he could not explain Hutchinson’s search.*

Edwin Yohnka, director of communications and public policy for ACLU
Illinois, told 404 Media, “What is incredibly frustrating is that Flock in
particular in Illinois marketed themselves to a bunch of communities
in the suburbs and in Central Illinois as a device that would be critical
to combating an uptick in crime, violent crime, gun violence. But this is
really a national system of data once you start collecting this, whetherit’s
Bloomington or Springfield or Danville, you start looping together those
networks. Soitis incredibly troubling to see this list of places from around
the country who are performing these searches of Illinois cameras.”?

POLICE ABUSE

The following are just a few of the documented instances of law enforce-
ment abusing ALPR cameras to commit crimes and surveil law-abiding
citizens. Because accessing the nationwide camera network requires
no warrant and operates with minimal oversight, officers frequently log
searches with vague justifications like “investigation.”
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Recently, the Johnson County, TX sheriff’s office ran a nationwide search
of more than 83,345 cameras across 6,809 Flock networks over the
course of one month to locate a woman after an abortion. The officer
entered the reason for searching as “had an abortion, search for female.”
While abortion is illegal in Texas, some of the cameras searched were in
states where abortion is legal, including Illinois. This appalling example
raises concerns about surveillance beyond state jurisdiction, increases
fear of traveling for lawful care, and could enable future investigations
or prosecutions.®

J.Smi | Johnson County TX SO 6809 83345 4/9/2025, 06:48:55 PM UTC  Land_rover Texas  had an abortion, search for female  5/9/2025, 06:49:15 PM UTC
5/9/2025, 06:48:55 PM UTC

Johnson County, TX sheriff’s office ALPR database lookup logs

There are many instances of police using ALPR networks to stalk romantic
interests. In 2026, Florida police officer Lamar Roman illegally used mul-
tiple police databases to obtain the full name and driver’s license number
of a woman he was stalking. Citing the purpose of the search as a “back-
ground investigation,” he then used an ALPR system called Guardian to
create a surveillance hotlist so he would be alerted whenever she drove
by a camera. After receiving a notification, he recklessly sped along a
two-lane highway, nearly causing a head-on collision, to pull her over
and harass her without any reason to believe she’d committed a crime.®

ALPR camera errors can quickly escalate into life threatening police
encounters, such as in Aurora, CO when police drew their weapons on a
Black mother and her children after a license plate scanner incorrectly
flagged their SUV as a stolen motorcycle from another state. According
to witnesses, several officers forced the mother and children face down
onto hot asphalt, where they were handcuffed and interrogated before
being released.”

Alongside other surveillance tools, agencies have used ALPRs to track pro-
testers by scanning thousands of camera networks for vehicles associated
with demonstrations, citing the reason as “protest” or something similar.
At least 19 agencies across the country conducted searches linked to No
Kings protests, including the Lisle, IL police department.®

Access logs from 2025 and 2026 show that Flock’s Vice President of
Strategic Relations & Business Development Bob Carter?, along with other
Flock employees, accessed live camera feeds while pitching their dragnet
surveillance technology to the Dunwoody, GA police department.® Even

BOYCOTT COMPANIES WITH ALPR CONTRACTS

Every purchase made at a store equipped with ALPRs subsidizes this
dystopian surveillance network. If a business chooses to prioritize inva-
sive tracking over your civil liberties, make your choice clear by taking
your dollar elsewhere. Refuse to shop at or even visit any establishment
that installs these systems, such as Home Depot, Lowe’s, Target, and
Walmart. Contact these companies and tell them you’ll no longer shop
there due to their invasive surveillance practices, and encourage others
to do the same.??

SURVEILLANCE DEFENSE

Fucking shit up is fun and sometimes necessary, no doubt, but rushing
headlong into illegal activity is never advisable. Do you have a plan? A
strategy? Have you performed a personal risk assessment? If you get
caught, do you have someone to feed your dog?

Many brave individuals have undertaken this effort,?* some have been
caught, some have not. We recommend taking your time and trying out
some of the legal means of fighting back to gain experience and knowl-
edge before you consider actions that could have serious consequences.

A theoretical example of such an action may involve using cash to pur-
chase a battery-operated reciprocating saw and 6 inch Diablo Steel Demon
blades (since angle grinders are very noisy) from a far away store. This
example might also include carefully making a plan with trusted friends,
covering all skin and hair, and leaving phones and other smart devices at
home when you test your new purchase at a location you don’t frequent.
In this example, multiple exit routes should be planned in case something
seems off, and you should write a phone number for legal representation
on your arm beforehand. A less risky example might include using a pole
to tilt a camera away from the road and sidewalk, or could have something
to do with spray paint or lasers. For more on this subject, check out the
zine “Birds of a Feather Destroy Flock Together” linked in the Resources
section of this zine.

Although destroying infrastructure does have an impact, you must think
about, accept, and plan for the potentially life-changing consequences
of your actions. Remember you’re not alone, and there are other viable
actions aside from smashing cameras.
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= Share relevant legislation and action items with like-minded individ-
uals. It prompts them to do the same and shares the work of reading
proposed bills. Practice the tips laid out in this section together.

= Follow media channels and outlets that report on surveillance, like
WIRED, 404 Media, Unraveled Press, and set news alerts for yourself.

INFLUENCE YOUR ELECTED OFFICIALS

= Ask your electeds to vote against further funding of ALPRs. Call or
email to express your concerns and educate them on how problematic
ALPRs are. Officials are frequently given the vendor’s sales pitch with
no counter-points.

= Talk to the constituents of aldermen, commissioners, mayors, etc. who
oppose surveillance. Encourage them to contact their elected officials
who support it.

= Donate and volunteer with campaigns that oppose surveillance.

= Submit witness slips to express your support or opposition.

FLYER NEAR CAMERAS

Use DeFlock.org to find cameras in a busy area, go there, and distribute
literature (like this zine!) and talk with people walking by. Additionally,
wheatpaste posters or put up stickers nearby to warn others. Be sure to
plan your route with DontGetFlocked.com, do not bring phones or other
smart devices, and consider wearing a mask.

GO CAMERA SPOTTING

Help keep yourself and others informed by submitting ALPR cameras to
DeFlock via theiriOS or Android app or their legacy editor at DeFlock.org/
Report. Keep your eyes peeled in your day-to-day routines, paying extra
attention to streetlights, traffic lights, and highway overpasses. This is
more effectively done in groups, posing as people who are trash picking.
More cameras are discovered every day, so when you spot one don’t
assume it’s already on the map.

more alarming, they chose, of all places, to show the police live footage
of children’s swimming pools, gymnastics classes, and playgrounds.
Implications aside, this is a clear contradiction of Flock’s own FAQ page,*
which states that “Flock will not share, sell, or access your data” and
“nobody from Flock Safety is accessing or monitoring your footage.” The
news of this egregious privacy violation sparked protest from residents
just as Dunwoody City Council prepared to renew its contract with Flock.
Despite expressing “frustration” with Flock’s actions, Mayor Lynn Deutsch
still supported the renewal, costing outraged residents $15,000 in tax
dollars.*?

Inside Dunwoody’s
Orwellian “Real
Time Crime Center”

DATABASE HACKING

ALPR databases are an attractive and easy score for hackers. Recently, a
security researcher used publicly available network scanning tools to find
over 170 live cameras in major U.S. cities, including Chicago. Leveraging
several major security vulnerabilities, such as default passwords and
unencrypted traffic, they gained administrative access to ALPRs mon-
itoring the public within minutes.*?

YES, YOU HAVE SOMETHING TO HIDE

History shows that if surveillance goes unchecked, it eventually targets
the innocent, stifles dissent, and suppresses free speech. Just because
you’re not doing anything “wrong” today doesn’t mean you won’t be
accused of something tomorrow. Any movement, from a trip to a protest, a
friend’s house, or even a misread can flag you as suspicious to authorities.
Collected records can be combined, stored indefinitely, and weaponized
to punish, shame, deny opportunities, or strip rights for things big brother
doesn’t like.
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TIPS

AVOID CAMERAS

Go to DeFlock.org to find a map of cameras in your area and screenshot
for future reference. New cameras are discovered all the time, so if it’s
not on the map, that doesn’t mean there isn’t one there. To contribute to
DeFlock, see the “What You Can Do” section of this zine.

Use DontGetFlocked.com to plan routes that avoid ALPRs. Their Flock
Hopper tool shows camera locations and calculates alternative routes
that minimize camera exposure for cars, bicycles, and pedestrians. All
processing occurs locally, so there is no tracking or analytics involved.

KNOW IF YOU’VE BEEN SEARCHED

Use HavelBeenFlocked.com to see if your plate has been searched.

OBSCURE YOUR PLATE

Make your license plate more difficult for the cameras to capture. Ways
to do this include using a bike rack, smearing your license plate with mud
or snow, replacing the plate with a fake temporary tag, or using a remote
license plate cover. Obviously, you’re risking potential charges and harass-
ment from law enforcement, so reserve obscuring your plate for times
when privacy is most needed, such as when driving to an action or when
responding to an ICE sighting.

CAR BLOC

Since ALPRs record a vehicle finger print which includes bumper stickers,
after-market modifications, bike racks, dents, and scratches, you could
add or remove identifying items for a period of time to confuse the Al.
Examples include magnetic bumper stickers, drawn on scratches with a
window marker, or duct tape on your bumper, to name a few. It is unknown
how well this works in practice, but an idea worth exploring.
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WHAT YOU CAN DO

Government officials at all levels (federal, state, county, city) control ALPR
adoption and usage through budget decisions and legislation. We can influ-
ence these outcomes by pressuring our elected representatives. While
reps may be less responsive to non-constituents outside their districts,
we can amplify our impact by educating and activating voters across other
areas to take similar action.

EXAMPLES OF PAST OPPORTUNITIES

= Representative Scott Perry (R-PA) and Representative Jesus “Chuy”
Garcia (D-IL) introduced an amendment at a House committee markup
hearing that would prohibit any recipient of federal highway funding
from using ALPRs for any purpose other than tolling. This is a sweeping
restriction that, if adopted, would bring an immediate end to state and
local ALPR programs across the U.S.14

= Illinois General Assembly proposed restrictions on use of ALPRs and
requirements to disclose their use via FOIA requests. HB5151*° would
create the Automated License Plate Recognition System Act, which
sets provisions regarding authorized uses of an ALPR system, data
retention, prohibited uses of an automated license plate recognition
system, restrictions, requirements for use, preservation & disclosure,
required data collection, reporting requirements, admissibility, privacy,
penalties, and a private right of action.

= Cook Country board of commissioners approved a $900,000 budget
line, allowing continuation of services and increase the number of sta-
tionary Flock Safety ALPRs.¢

FINDING RELEVANT LEGISLATION

= Follow the committee hearing schedules of State House sessions and
search for committees?’ that fit themes relevant to surveillance. Some
examples include Public Safety & Infrastructure,*® Cybersecurity, Data
Analytics, & IT,*? and Immigration & Human Rights.?°



